JIMOEH3AOHHBINA IOTOBOP Ne "
r. Canxr-IlerepGypr Q{;; / JJZ’ 2022 r.

TocypaperseHHoe aBTOHOMHOe 00pa3oBaTebHOE YYpexIeHHEe AOMOIHHTEILHOrO
npodeccronanabnore obpasosanus 'JlenuHrpajckui 00/1acTHOM HHCTUTYT PA3BHTHS
obpazopanus» (FAOY JAIO «JTIOUPO»), B nansuelIneM HMeHyeMoe JIAOEH3UATY, B
nuue pexropa Kosampuyx Onerit BaamuMupoBHEL neifcTByroneif Ha OCHOBaHMM YCTaBa, C
onuol croponsl, # OBuiecTBO ¢ OTPAHHYCHHOM OTBCTCTBCHHOCTHIO «JIuana Tenexom»
(000 «Jluana Tenaexom»), B nmanpHeiimieM uvenyemoe «JIMIEH3WAP», B sune
reHepaIbHOrO JupekTopa KoHOHOBOH AHHBI BajieHTHHOBHBI, ISHCTBYIOLIEH Ha OCHOBAHHU
VYerasa, B cOOTBETCTBHU ¢ (DelepalbHBEIM 3aKOHOM OT 18.07.2011 N 223-®3 "O 3axynkax
ToBapoB, paboT, YCIyr OTHAENLHBIMH BHIAMH IODHIHYCCKHX muy" u TlonoxeHneM 0 3aKyIKe
torapos, pabort, yenyr mis TAOY IO «JTOWPOy sarnounan Hacrosiuit lorosop (nasmee —
JIOrOBOp) O HMKECIEAYIOUIEM: € JIPYTOH CTOPOHBI  3aK/LOTWIN HACTOSIIKA JOTOBOpP O
HIKECTEyIOIEeM:

1. OPEIMET JOT'OBOPA

JULEH3UAP obssyercs nepenats JIMIEH3WATY npaso Ha WCHONL30BAHHE
QHTHBUPYCHOTO TIPOIPAMMHOTO 00€CIeUCHHS Kaspersky Endpoint Security -pacimpcHHbIH
(Lpocrodf HEMCKIIOYMTENBHOH JMueHsnu) (ramee - [TPOAYKTDI) coriacHO TEXHUYECKOMY
3a/JaHHIo.

TIpaso uHa ucnosnssosanue MMPOAYKTOB noapasymesaer 1nox coboll HEUCKITIOYUTENLHOE
[paBo Ha BOCTIPOM3BEACHAC B IEIAX MX HHCTAIUIALIMM H 3AITyCKa, 4 TAKKS IPaBO HA COBCPUICHUC
B OTHOLICHHM HHAX MHLIX [ACHCTBHNM B COOTBETCTBHH C JIOKYMEHTAUMCH M yCIOBHSIMH
«JTALCH3UOHHOTO ~ COTVIAICHMA Ha  WCTONB30BAHHC  MPOTPAMMHOIO  0GCCTICHCHHAY,
conporoxaatomux nocrasky IPOAYKTOB.

Hamvenopanue u nera ITPOJYKTOB, npaso Ha HCMONB30BAHHE KOTOPBIX NEPEAAIOTCA
JUNEH3UAPOM JIMIEH3UATY, npusesess! B «Crenuduxanuy nepeaBacMpIx Mpas Ha
HCIIONL30BaHHE porpaMmuoro obecneuenusy (ITpuioxenue 1 K HACTOALIEMY IOTOBOPY).

2. UEHA JOT'OBOPA

Ilewa IPOAYKTA s JIMOEH3UATA  ompexensercs IO paic-JIucTy
JUNEH3UAPA. Tlpn otom 1o "UeHOW" MPOAYKTA B HacTOsIIEM JIOroBoOpe
[IOIpasyMeBaeTCsl BO3HArPAXJEHHE, KOTOPOe MOJaraetes JIMIIEH3UAPY 3a nepenanuse
npasa i KOTOpoe (HKCHpYeTes B ABYCTOPOHHIHAX Axrax mepenauy Ipas.

I{ena MPOXYKTA HJIC ne ofnaraercs Ha OCHOBAHHH nm.26.m.2 ¢r.149 HK PO.

Beliiaia BO3HAIPAAKIEHHS OCYECTHIAEICS B OE3HAIMYHOM TIOPS/IKC HA OCHOBAHMH CHCLa,
pricranmsiemoro JUITEH3UAPOM.

3. TIPABA Y OBA3ATEJILCTBA JJULIEH3HUATA

JIANEH3ZUAT o6syercs onnaruts IPOIYKTBHI 8 dopme 100% npenomarst. [Tpu sTom
MATOH HCIOMHEHUS 00543aTCNbCTBA JIMUEH3UATA 10 OIUIaTe CUUTALTCs JaTa 3adHCIICHHA
JIeHeKHEIX cpecTB Ha pacuernbi cuer JUITEH3UAPA.

JIMIEH3UAT o6s13yeTcs CTpOro NpUACPAKUBATLCA M HE HAPYIIATh IPABHIL JIMIEH3HOHHOTO
ucnonszopanug MPOAYKTOB.

JIMOEH3UAT o6s3yercss He OCYMECTBATH ACHCTBUH 1O 00X0Jly TEXHHYECKUX CPEeJICTB
sawuTsl, Berpoentbix B IPOAYKTBL

4. TIPABA M OBSIBATEJILCTBA JIMIEH3UAPA
JIMIEH3UAP o6ssyercs ormyctuts JIMUEH3UATY onnaucHRBIC MMPOAYKTDBI B
Tpe6yeMoM KOJNHYECTBE B COOTBETCTBHHM C YCIOBUSMH HACTOAIIETO IOTOBOPA.



5. CPOK JEMCTBHSA JOI'OBOPA. IPOYUE YCJOBHUS

JloroBop BCTYITAET B CHILY € JIATHL €r0. IMOAMHCAHUS U NEHCTBYET JO MOMEHTA HCIIOIHCHHS
Croponamy, B3STHIX Ha ce0s 0053aTeNbCTB. .

OGreM ¥ Cpok JelcTBHA TIpaB Ha MCOOJB30BAHME B  OIHOMCHUH KOHKDETHBIX

NPOAYKTOB, nepenannsix JHAIEH3UATY B nepuox JEHCTBHA — HAaCTOSIIEIO
JHIEH3HOHHOTO JOroBOpa, ONpeesisieTces YKa3aHHbIM BEIIe «JIHICH3HOHHBIM COTTIALIEHHEM Ha

HCIIOTB30BAHME NIPOIPAMMHOTO 00eCTIeUeHUsY.
[IpHnoKeHus K JOTOBOPY SBJISIOTCS €0 HEOTHEMIIEMOH JaCTBIO.

6. PEKBU3UTHI U NIOMIUCH CTOPOH

JIMOEH3UAP

000 «Jluana Tenexom»

Anpec; 197183 r. Canxr-IleTepdypr,
Jlunosas aes, 0.9, aut. A, nom.15
BankoBCKHe PEKBH3UTSL:

WMHH 7814139572 KIIIT 781401001
OI'PH 1037832026605
P/c-40702810402000004492

®-J1 CEBEPO-3ATTAJIHBINM MMAO BAHK
"®K OTKPLITHE"r. Cankr-IlerepOypr
BHK 044030795, x/c 30101810540300000795
Texedon: (978) 947 51 33

e-mail: asvsoft2017@yandex.ru

http:// www.asvsoft.ru

Ot ITOCTABILLHKA:
000 «JIMAHA TEJIEKOM»

JUIEH3UAT:

TAOY ANO «10HUPO»

Mecro maxowenns/noutassifi anpec: 197136,
CAHKT-TIETEPBVPI' TOPO/,
YKAJIOBCKHM IMTPOCIIEKT, nom Ne 25A
WHH / KT1[14705016800/781301001
KOMMTET ®HHAHCOB JIEHWHIPAICKON
OBJTACTH

(CAOY IO "JIOHPO" n/c 30456Y57230)
Kaznauetickui cuer 03224643410000004500
BHK TODK 014106101

Bank:

OTJEJIEHUE TEHUHTPAJICKOE BAHKA
POCCUMW//Y DK no Jlenuurpanckoii obiacty, 1.
Canxr-TletepGypr

Enwnsiil kaznayehcxui cuer
40102810745370000006

OF'PH 1024701243390,0KB32[ 85.42
ren./haxe: +78123725237

e-mail; LOIRO-BUX@YANDEX.RU

ot TTIOKYTIATEJSI:
TAOY JIIO «JIEHHHTPAJICKHAH
OBJIACTHOW UHCTHUTYT PA3BUTUSA
OBPA30OBAHUSI»
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//é (2% Koransuyk O.B./
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K JInnensuonnomy porosopy Ne 109-L£17 JeodiT AL
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CriengpHKANKS NEPEAABAEMBIX MPAB Ha HCMOJIL30BAHNE NPOTPaMMHOTo obecneenns

Ne | HamvenoBanue Enuauna | Konuwuecrso | Llena 3a CrouMocTs
/1 | OpOrpaMMHOTO M3MEPEHHUS ennuully, pyo. | Bcero, py6.
obecneueHus
1 Kaspersky — Endpoint T 1182,00 23640000
Security ans OGusneca — '
Pacmmmpennsiit Russian
Edition, 200-249 Node
1 year Renewal
License, mnpaso Ha
HCTIONB30BAHHE.
[Tporpammuoe
obeencycHue
Hroro: 236400,00

Wtoro CTOMMOCTH COTJIacHO cremuduranmy: JIBecTH TpHAUATH WICCTh THICSY YEThIpECTa
pybieit 00 xomeek. Liena IPOAYKTA HJIC ne oGnaraercst Ha OCHOBAHHH MIL26.11.2 ¢T.149 HK

Po.

CpOK MPEXOCTABIICHUS JIMICH3UNA: B TCHCHMC 5 pa6oqnx ﬂﬂeﬁ ¢ MOMEHTA NOCTYIUICHHA

JICHEKHbIX CPECTB Ha pacueTHsIH cuer Mcnommures.

Cpox meficTBHA NTHIEH3HH -12 MeCAUEeB ¢ MOMEHTA €C PEAOCTABIICHHUSL.

JIMIIEH3UAP

000 «JInana Tegexom»

Anpec: 197183 r. Canxr-Tletepbypr,
Jlunosan aswted, 1.9, JuT. A, moM.15
bBaukoBCKHe PeKBH3NTHL

MHH 7814139572 KIIIT 781401601

OI'PH 1037832026605

P/c 40702810402000004492

®-JI CEBEPO-3ATIAJIHBIH [TAO BAHK
"OK OTKPLITUE"r. CankT-Ilerepbypr

BHUK 044030795, x/c 30101810540300000795
Tenedon: (978) 947 51 33

e-mail: asvsoft2017@yandex.ru

http:// www.asvsoft.ru

Ot [TOCTABUIHKA:
000 «JIHAHA TEJE

IenepanbHbi]
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JIMOEH3UAT

TAOY A0 "JOUuPO"

Anpec: 197136, r. Cauxr-TlerepOypr,
Yxanosckuit np., 1. 25-a, nurep A

WHH /K111 4705016800/781301001
KOMUTET OUHAHCOB JlEHMHI“PAILCKOf/'I
OBJIACTH

(FAQY OI10 "JIOHPO" s/c 30456Y57230)
Kasuaueiickuit cuet 03224643410000004500
BUK TO®K 014106101

Bauk:

OTIEJEHUE JJEHHHI PAJICKOE BAHKA
POCCHUM/Y®K no Jlenunrpanckolt obiacty, 1.
Caukr-ITerepbypr

Enmnbiit kasuareiorui cHer
40102810745370000006

OTPH 1024701243390,0KB3]1 85.42
ren/ake: +78123725237

e-mail: LOIRO-BUX@YANDEX.RU
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K JIunensuonuomy norosopy /)2 /] / i/
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Texuuuecxkoe 3aganne
K NPOrpaMMHBIM CPeICTBAM AHTHBHPYCHOH 3aIMTLI
Conepxanue
O0ue TpebOBaAHUA «vv.vvieveine e e ST T NN T wlbefimmgo ey OE Y e O .

TpeGoBanust K IpOrpaMMHBIM CPEZICTBAM AHTUBHUPYCHOM 3allMThI Ul paboUunx CTaHIni
WEIOWE o sunseonivsrerisssssens rsmnmmssssnssnynipsnpen S —— pomiupepse e sy e A LB .

‘Tpe6oBaHHUs K IPOrPaMMHBIM CPENCTBaM aHTUBHPYCHON 3amuThl 11st ceprepos Windows.........7

Tpe6oBaHus K IIPOrPaMMHBIM CPEJICTBAM aHTHRUPYCHOM 3amuTs! Ut paGouux cranuui Mac...9

TpeGoBanus K IPOrpaMMHBIM CPEACTBAM aHTHBUPYCHOH 3aiutsl Juist pabounx crannui Linux

.......... OIS ST OO TP ST SR PR RN SRR SNP, _ |
TpeBGoBanus K IPOrPaMMHBIM CPENICTBAM aHTHBHUPYCHO#H 3aUTE GaiIOBLIX CEPBEPOB,
cepsepop MaciTaba npejIpusiust, TePMIHAIBHBIX CepBEPOB WiIindowS.....ovvvevrenes e 12

Tpebopanus K IpOrpaMMHBIM CPEACTBAM aHTHBprDHOH 3aUIMTHE JUls (alsIoBBIX CEPBEPOB
LinuX i N reereveeerinane . — et o s N A ey ey e 15

TpeGoBarus K MPOrPaMMHBIM CPEACTBAM aHTHBHPYCHON 3aIHThl MOOHIIBHBIX YCTPOACTB........ 17

TpeboBanus K MpOrpaMMHBIM CPCACTBAM IEHTPAIU30BAHHOTO YIPABICHUS], MOHUTOPHHTA H

OOHOBICHHE «.ocevvverrrersrersen S s b paan AR A NI 18
Tpebopanust K OGHOBICHHIO AHTUBUPYCHBIX 683 vviveveareiivinnsnisnsnenns p— 5 R R R R AR 21
TpeGoBaHust K IKCIUTYaTAIIHOHHON JOKYMEHTALIMH tvvrrierrasrsrersiorsrsssrsssorsssosisosisusssssasses RS |
TpeGoBaHHS K TEXHHUECKOH TOIIEPIKKE 11ivsiirerrererteriamiossessessaasmanssnssessassssisnancainrersnses s sessssssnses 21
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Oomme TpeGopanun

AHTUBHPYCHBIE CPEACTBA JO/IKHBI BKITFOYATh!

®

®

NIpOrpaMMHBIE CPEACTBA aHTHBUPYCHOH 3anHTHI JUIs pabogux craHuuit Windows;
IIPOrpaMMHBIE CPEJICTBA AHTHBHAPYCHOI 3a1dThl st pabouux cranimit MacOS;
TIPOTPaMMHBIE CPEICTBA aHTHBUPYCHOM 3anuTs! Juis paGouux cranuui Linux;
IIPOrpaMMHBIC CPEJICTBA aHTUBUPYCHOM 3atm bl Juist (haiinoseix cepepos Windows;
NpOrpaMMHBIE CPeICIBa AaHTUBUPYCHOM 3amuTs! ans (aitnossix cepsepos Linux;
[IpOrpaMMHBIE  CPEJICTBA QHTUBHPYCHOM  3aIlMTBl A1 MOOMIIBHBIX  YCIPOMCTB
(cMapT(OHOB U TIAHINETOR);

NIPOrpaMMHbIE CPEACTBA LECHTPATH3OBAHHOTO YIIPABIICHUS, MOHHTOPHHIA H OGHOBJICHHS;
obHoBISIEMbIC DA3B! TAHHBIX CHIHATYD BPSHOHOCHBIX IPOrPAMM H TaK;
OKCIUTYATalMOHHY1O JOKYMEHTALIHIO HA PYCCKOM A3BIKC,

[IporpaMmubIi HETEP(EIC BCex AHTHBUPYCHBIX CPEJCTB, BKIOYAs CPEACTBA YIPABICHUS,
JOJKeH OBITh Ha PYCCKOM U @HIVIMICKOM A3BIKE.

Bce anTUBHPYCHBIE CPEACTBA, BKIIOYAS CPEACTRA YIIPARNEHUS, IOJDKHBI 00naaTh KOHTEKCTHOH
CIPABOYHON CHCTEMON Ha PYCCKOM M aHITIMHCKOM 43BIKE.

TpeGoBaHus K IPOrPAMMHEIM CPEACTBAM AHTHBHPYCHON 3ALUIMTEI [yl padouHx CraHiini
Windows ’

[TporpammHbie cpe/icTBa aHTHBUPYCHOH 3alH Tl JOKHE! QYHKIIHOHHPOBATH HAa KOMITBIOTEPAX,
PpaboTAIOUIMX 110 YIPaBICHAEM OlICPalHOHHON CHCTCMBL VIS pabovuX CTaHUMA CAENYIOIUX
BEpCHIH:

L

Windows 7 Home / Professional / Enterprise (32 / 64-paspsiznas);
Windows 8 Professional / Enterprise (32 / 64-pa3psnnas);

Windows 8.1 Professional / Enterprise (32 / 64-pa3psauast);

Windows 10 Home / Pro / Education / Enterprise (32 / 64-paspsnas).

B mporpaMMHOM CpEICTBE aHTHBAPYCHOU 3aIATHL JOJDKHE! OBITH PEaH30BaHEl ClIeAyIoLe
(yHKIUOHANEHEIE BO3MOXKHOCTH: ‘

AHTUBHPYCHOE CKAHWUPOBAHMS B pPEKHUME pEIbHOTO BPEMEHH M 110 3alpocy H3
KOHTCKCTHOTO MEHIO 00beK1a;

aHTHBHUPYCHOE CKAHUPOBAHHUE [0 PACHHCAHHIO;

AQHTHBHPYCHOE CKAHHPOBAHHE TOJKMOYACMbIX YCTPOHCTB;

3BPUCTHYECKOTO aNanH3aTopa, TMORRONSIONIEr0 pacro3HaBaTh U OlOKMpoBaTe panee
HCH3BECTHBIC BPCAOHOCHDIC IPOTPAMMBI,

HEHTpanu3auuH JeHCTBHH AKTUBHOIO 3aPauKCHUS,

QHaJIM3a TOBEIACHUSN MPUIIOKEHUS M I[POUIBOAMMBIX MM JEHCTBHH B CHCTEME JUIs
BEISIBJICHHMS H €r0 BPEJOHOCHOH aKIWBHOCTH M OOHApYXEHUS HECAHKIMOHUPOBAHHBIX
JeHCTBHI,

ananusa obpaienuit Kk o0uM nankaM u (alinam JuUIst BESIBISHHS MONBITOK MK POBaHHS
3ALMILIAEMBIX PECYPCOB JOCTYIIHBIX IO CETH;

GrnokupoBka JlelicTBHN BPENOHOCHBIX NPOTPAMM, KOTOPBIC HCHIONB3YIOT YA3BUMOCIH B
IIporpaMMHOM ofecrieueHHN B TOM YHCHE 3allHUTa MaMsITH CHCTEMHBIX IIPOLECCOB;

OTKar JEHCTBHH BPEJIOHOCHOTO TIPOTrPaMMHOTO 00eCIeUeHUs TIPY JISYEHUH, B TOM YHCIIE,
BOCCTAHOBJIEHME 3aITH(POBAHHEIX, BPEJOHOCHBIMH IIPOrpaMMamMH, daiinos;



OTpaHUYCHHs [PUBUICIUYM (3amuch B peecrp, JocTynm K (alinam, mankaM H ApyruMm
npoueccaM, obpallieHHe K TUIAaHUPOBIIMKY 3a7ad, JOCTYNl K YCTpOHCTBAM, M3MEHEHHE
npaB Ha OOBEKTH! W T.A.) AJIS IPOLECCOB H MPHIOKEHHH, THHAMHYECKH OOHOBIISEMBIC
HacTpauBaeMble CITUCKH NPUIIMKEHHH ¢ ONIpeie/IecHHEM YPOBHS JIOBEPHS;

0o0nayHOM 3aIUTEI OT HOBEIX YIPO3, MO3BOJSIOMESH MPHITOKEHHIO B PEIKHME PLalILHOTO
BpeMEHK 00paimarscs K pecypeaM MpPOH3BOMMUTENS, JUIS IMOJIYyYEHUS BEpAMKTA [0
3armycKaeMoi 1porpaMMe uid (aiiny;

AHTHBHPYCHOH NMpOBepKH W JieyeHus GaiyioB B apxusax cnenyromux popmaroB: RAR,
ARIJ, ZIP, CAB, LHA, JAR, ICE;

3AUIUTBI YIEKTPOHHOHW TOYTEHI OT BPEIOHOCHBIX HPOTPaMM C IIPOBEPKOii BXOJISAIIEIO H
HCXOAALIEro Tpauka mepejaromerocst mo cnegywomum nporokonam: IMAP, SMTP,
POP3, MAPI, NNTP;

GuUNETpa TOUTOBBIX BIIOKEHHUH C BO3MOXKHOCTBIO LEGPEMMEHOBAHHMA HIIH YHAJICHHSA
3aTaHHRIX THITOR daliios;

MpOBEpKy C¢eTeBOro Tpaduka, NOCTYNAIOMIET0 Ha KOMIBIOTED NONL30BATENS MO
nporokonxam HTTPS (SSL 3.0, TLS 1.0, TLS 1.1, TLS 1.2), HTTP, FTP, B Tom uscne ¢
HOMOUIIBIO JBPHCTHYUECKOTO dHalIu3d, C BO3MOKHOCTBIO I-IaC’I'pOI:IKH' JOBEPCHHBIX
pecypcoB u paboTolt B peiume GIIOKMPOBKH MM CTATHCTHKH,

6oKHPOBKY GaHHEPOB W BCIUILIBAIOIINX OKOH HA 3arpysxkaeMsix Web-crpanuuax;
pactio3HaBaHus U ONOKHPOBKY (PMILMHIOBBLIX H HEOE30MACHLIX CAUTOB;

BCTPOCHHOIO CETEBOTO DKPaHa, MO3BOIAIOLICIO CO3/aBATh CETCBLIC AKETHBIE IPABUIIA U
CETEBBIE MTPABHIIA IS TPOTPAMM, ¢ BO3MOKHOCTHIO KATErOPH3ALHH CETEBBIX CCIMCHTOBR;
3alUTHI OT CETEBRIX ATAK C MCHONB30BAHHEM NPaRull CeTEBOTO dKpaHa 11l HpHHOXCGHHfI
¥ [IOPTOB B BBIUHCIHTEIBHEIX CETsX JI0O0ro THNa;

BO3MOKHOCTB. 3aLIUTEI OT CETEBBIX YIPO3, KOTOPHIC MCIONB3YIOT yassuMoctH B ARP-
npoToKoiIe A nomeikn MAC-anpeca yerpoicTsa;

KOHTPOIb CETEBBIX MOMKIIOYCHUH THIIA CETEBON MOCT, ¢ BO3MOJKHOCTHIO OJIOKMPOBKH
OJIHOBPEMEHHOM YCTaHOBKY HECKONBKUX CETEBBIX MOKIIOUCHHUH;

CO3JIAHUS CMEIHATBHEIX NPABHI, 3aNPEIAIONMX MK Pa3pelaionuX yCTAHORKY /M
3aIyCK TIPOrpaMM JUIs BCEX HJM NS ONpeneNeHHBIX Ipynm monb3oBaterncl (Active
Directory wiu JTOKaIBHEIX TONE30BATENCH/TPYIIT), KOMIOHEHT JOMKEH KOHTPOJIHUPOBATE
HPHIOKEHHS KAK 10 TYTH HAaXOXKICHHs MPOTPAMMBl, METANaHHBIM, CepTHduKary uin
ero OTIeuaTKy, KOHTPOJNBLHOH CyMMe, Tak M 10 3apaHee 3alaHHBIM KaTCropHsM
IPUNIOKEHNH, TIPEAOCTABINEMBIM IIPOM3BOAMTENIEM IIPOrPAMMHOrO  obecmedeHus,
KOMTIOHEHT JOJDKeH paboTaTh B PEKHMe uepHOro ik 6enoro CIHcKa, & TAKIKE B PesRuMe
cOopa cTaruCTHKK i OIOKUPOBKH;

KOHTpPOJI paboThl 1I0JIb30BATES C BHEIHWUMHA YCTPOHCIBAMYU BBOJIA/BRIBOJIA TI0 THITY
YCTPOMCTBA W/HIM MCHONB3YEMOH IIMHE, C BO3MOXKHOCTBIO CO3NAHHA CIHCKa
JOBEPEHHBIX YCTPOMCTB M0 HMX HISHTH(HKATOPY U BO3MOMKHOCTHIO MPEAOCTABICHUS
NPUBHUJICTHH JUTS HCIIONB30BAHMS BHCIIHMX YCTPOHCTB OINPEACICHHBIM MONB30BATENIAM
u3 Active Directory;

BO3MOWKHOCTE yrpasienuss MTP ycrpoiicrsamMy ¥ HACTPOHKHM TIpaBWiI JOCTyNa K
YCTpOHCTBAM HTOI0 THIIA JUIst BCEX WM JUIS IPYIIT nons3oatened (Active Directory nnu
JIOKAJIbHBIX [10JIb30BATENECH/TPYIIL), B PAMKAX KOHTPOJISL YyCTPOUCTB;

3AIHCH B KypHAI cOOBITUH O 3anucK /UK yaaneHny (aiiaoB Ha ChEMHBIX JIMCKAX]



e

KOHTpONs paboTel moJb30BaTeis ¢ cerblo MHTepHET, B TOM wumene nobaBlcHu,
PCHGKTAPOBAHMS KaTeropHH, BKIHOYEHHE SIBHOTO 3alpeTa WM paspelleHHs JoCTyna K
pecypeam  ONpefieleHHOTO  CONEPYKAHMS, KaTerOpHU CO3JaHHOH M  JMHAMHYECKH
0OHOBISEMON INPOM3BOIUTENCM, a4 TaKKe THna uudopMandu (ayamo, BHISO U AD.),
TO3BOJISITE BBOJUTH BPEMCHHBIC MHIEPBAJbI KOHTPOJA, @ TAKIKE Ha3HA4aTh €0 TONBKO
OTIpeIENICHHBIM NONB30BaTENIM U3 Active Directory;

3amUThl 0T atak tuna BadUSB;

3a0YCK  CHEHMATBLHON 3a7a9d  Juis OOHApYXKCHHUs Ysi3BHMOCTEH B IIPHIIOXEHHSX,
YCI4HOBJICHHBIX HA KOMIBIOTEPE, C BO3IMOMXHOCTEIO TIPENOCTARIEHHS OTHYeTa IO
00HAPYKEHHBIM YA3BAMOCTAM.

3AIMTEL OT YAAIEHHOIO HECAHKIHOHHPOBAHHOI'O YIIPABACHUS CEPBHCOM MPHIIOMKEHHS, &
TaroKe 3aliuTa JOCTYNd K HﬁpaM&TpﬂM TIPHITOXKCHHS C OMOIIBIO TAPOJIs,

YCTAaHOBKM TONBKO BBIOPAHHBIX KOMIIOHEHTOB [IPOrPaAMMHOIO CpEJICTBA aHTHBHPYCHOH
3QITUTEL,

HCHTPAIM30BAHIOE YIPABACHHE BCCMH BBILICYKA3aHHBIMH KOMIIOHCHTAMH C [IOMOLIBIO
CAMHOM CHCTEMBI YIIPABICHHS,

3aryCK 3a/1a4 110 PacHCAHHIO H/H/M cpa3y [OCIe 3aIlycKa IPHIIOKEHU;

rubkoe yOpaBjieHHE MWCHONL30BAHHEM DECypcoB KOMIbIoTepa s -obecneueHus
kompopTHoit paloThl MMOB30BATENCH NIPU BBITIOJIHCHUM CKaHUpORaHUSL (alnoBoro
IPOCTPAHCTRA;

YCKOPEHHE [IPOLECCa CKAHMPOBANH 30 CUCT HPOIycKa 00BEKTOB, COCTOSHHE KOTOPBIX CO
BPCMCHH [IPOLIION IPOBEPKH HE HIMEHHIIOCE;

BO3MOJKHOCTB TIPOBEPKH LETOCTHOCTH aHTUBUPYCHOM IPOr paMMBbI;

BO3MOJKHOCTD JOGABIEHUS MCKIIOYEHUH W3 aHTHUBUPYCHOU TPOBEPKH N0 KOHTPOIBHOM
cymme (ailsr, Macke UMEHW/AMPEKTOPHHM WIH 1o Hamuumio y (aiina gosepeHHOM
11 (ppOBOH MOANKUCH,

HanMuWe y AHTHBUPYCA BAIMINEHHOTO XPaHWIMIIA JUISl YJAJEHHBIX 3apakeHHBIX
¢dailtios, ¢ BOZMOXKHOCTHIO HX BOCCTAHOBIEHHS,

HAJIMUKE 3AIMUIIEHHOT0 XPAaHHIIHINA IS OTYETOB O paboTe aHTHBHPYCA,;

BO3MOJMHOCTH BKJIFOUEHHS M BEIKITIOUEHHs rpaduueckoro murepdelica anrusupyca, a
1Taioke HWIHUYME NpolleHHoH BepcHd rpaduucckoro uHTepdeiica, ¢ MUHHUMAIRHRIM
HaOOpOM BO3MOXKHOCTEH;

BO3MOXKHOCTE HHTerpamuu ¢ Windows Defender Security Center;

Hanuyue noaaepikku Antimalware Scan Interface (AMSI);

wamune oxepycku Windows Subsystem for Linux (WSL);

BOZMOMHOCTL  3AIIMTHTH HAPOJIeM  BOCCTAHOBIGHHE OOBLEKTOB M3 pe3epBHOID
XPAHAITHINA.

TpcGoBaHKS K POIPAMMHEEIM CPE/ICTHAM AHTHBHPY CHOM 3a1iTh 11 ceprepon Windows
[TporpaMMubIe CPSACTBA AHTUBHPYCHO] 3allUThl NOJDKHE QYHKIIHOHAPOBATH HA KOMIIbIOTEpaXx,
paBoTAIOIMX IO YIPaBJIeHHEM OTIEPAIHOHHON CHCTEMBI JIJIs (paiJIOBEIX CEPBEPOB CIEAYIOMHMX
BEPCHI:

®

Windows Small Business Server 2008 Standard / Premium (64-paspsinuas);
Windows Small Business Server 2011 Essentials / Standard (64-paspsannas);
Windows MultiPoint Server 2011 (64-pa3psiinas),



®

Windows Server 2008 Standard / Enterprise Service Pack 2 (64-paspsmas);

Windows Server 2008 R2 Foundation / Standard / Enterprise Service Pack 1 (64-
pazpsiiHas);

Windows Server 2012 Foundation / Essentials / Standard (64-pazpsnas);

Windows Server 2012 R2 Foundation / Essentials / Standard (64-paspsiinas);

Windows Server 2016 (64-paspsauas) (¢ OrpaHHUCHUSMEL);

Windows Server 2019 (64-paspsinHast) (¢ OrpaHHICHHAMH).

B niporpaMMHOM CpeJICTBE aHTHBHPYCHOH 3aIIUTHI IOIDKHEL OBITH PEANIH30BAHBL CICAYIOMHUE
(YHKIHOHAIBHBIC BO3MOKHOCTH!

o

AHTUBMPYCHOE CKAHWPOBAHHE B DPEXUMC PCANbHOrO BPEMCHH M [0 3ampocy u3
KOHTEKCTHOTO MeHIO 00BeKTa; l
AHTMBHPYCHOE CKAHHPOBAHHE 110 PACIMCAHHIO;

ANTHBHPYCHOE CKAHHPOBAHHE IMOAKIIOYACMBIX YCTPOUCTE;

SBPHCTUYCCKOTO AHAIH3ATOPa, IO3BONAIOWICIO pacnosHasaTh U ONOKMpOBalb PaHce
HEW3BECTHHIC BPEIOHOCHbIE NPOrPAMMET,

HelTpaIn3auy AeHCTBAHH aKTHBHOTO 3apaXeHHS,;

AHANM3A [IOBENCHMS NPHIOWKEHHS W IIPOH3BOAMMBIX MM NEHCTBHH B cHCTCME Ui
BLISBJIEHUS ¥ €0 BPEIOHOCHOU aKTHUBHOCTH M OOHApyXeHHus HecaHKIHOHHPOBANHEIX
NCHCTBHHA;

ananu3a obpamenuit k oGmuM nanKaM 1 dainam s BEIABJICHHS TONBITOK U poBanus
3ANIAIIAEMBIX PECYPCOB AOCTYIIHBIX TIO CeTH;

6nokMpoBKa NeHCTBAN BPEZOHOCHBIX IPOrpamMM, KOTOPBIE HCMOL3YIOT YS3BHMOCTH B
IPOrpaMMEOM 00ECIIeTeHHH B TOM “HCIIC 3aI[UTa TAMATH CHCTEMILBIX TPOLECCOB;

OTKaT JEHCTBHH BPEIOHOCHOTO MIPOrPaMMHOr0 0OeCTIeUeH s TIPH JISUSHUH, B TOM YHcIe,
BOCCTAHOBNCHHE 3aIIH(POBAHHBIX, BPEIOHOCHBIMHA TTpOTpaMMamu, Gaiiios;
orpanuueHus MPUBHJIEruil (3amuch B peecTp, JAOCTYN K ¢aiinaM, mankaM W ApyruMm
nporeccam, obpalicHie K MIaHAPOBIIAKY 3ayad, JOCTYN K yCTPOHCTBAM, W3MEHEHNS
npaB HA OGBEKTHI U T.JL.) MU IIPOLECCOB ¥ HPUIIOKCHUI, JHHAMHYCCKH 0OHOBIISIEMBIE
HACTPAMBAEMBIE CITHCKH TPUIIOXKEHUH C ONpPENeIeHHEM YPOBHS JOBEPH;

o6 avHON 3alUTEl OT HOBBIX YIPO3, ITO3BOJAIONIAS TPHUIOKCHUIO B PEKUME pCalbHOIO
ppeMcHH o0pamartscs K pecypcaM MpPOM3BONMTENA, Ut MONYuCHMA BEpUKIA IO
3aIyCKAaeMOM NporpavMMe WiH (panny;

amtusupycHolf mposepku u JedcHus (aiinos B apxupax (GopmMaros RAR, ARJ, ZIP,
CAB, LHA, JAR, ICE;

BCTPOEGHHOTO CETEBOr0 HKpaHa, TO3BONISIOIEro CO3aBaTh CCTEBLIC MAKSTHRIC npaBuiaa v
ceTeBbIE TIPABHIIA U1 [IPOFPAMM, C BO3MOKHOCTBIO KATErOPH3allHi CETEBLIX CerMEeHTOB;
BOIMOYKHOCTD SAIIHTEl OT CETEBBIX YIPO3, KOTOpHIe HCIONL3yIoT ysspuMoctH B ARP-
niportokosie 1yt moanenkn MAC-aipeca ycTpoicTna;

CORMANUSA CITEITHANLITLIX ﬂpﬂBHH, "&ﬁTTl‘)ETIIaI(“)[mIX Ui pa';per.rramnmx ym*mmmcy I«{/I/I.ﬂﬂ
3aMyCK TPOTPAMM JUTS BCeX MM JKe JUIST OTIPENINIEHHLIX IPYHI non3osarenei (Active
Directory I JOKATBHBIX TONB30BATENEH/TPYNIIT), KOMIOHEHT J0JUKEH KOHTPOIHPOBATE
IPUIOKEHHs KaK [0 IyTH HAXOYICHHS NPOTPaMMBbl, METANAHHBIM, cepruduKary HiM
ero OTHeYaTKy, KOHTPONRHOW CyMmMMe, Tak M MO 3apaHee 3a/laHHBIM  KaTerophsiM
NIPUJIOKCHUH, [PENOCIAB/IACMBIM IIPOHU3BOAUTE/ICM  IPOIPAMMHOTO obecrieuenHs,



KOMIOHEHT JIOJIKeH paboTaTh B PeXKUME YEPHOTO MK 6e10r0 CIUCKE, a TAKKE B PEIKHME
cbopa cTaTHCTHKH Wi OIIOKUPOBKH; |

3aIycK CNEUMANBHOH 3a7aqd Ul OCHADYXCHHS YA3BHMOCTEH B IPHIOKCHHIX,
YCTAHOBNEHHBIX Ha KOMIBIOTEPE, C BO3MOXKHOCTBIO TIPENOCTaBICHHS OT4ETd MO
oGHapy)KEHHBIM YSI3BUMOCTSIM.

3AMIMTH! OT YAAIEHHOTO HECAHKLHOHHPOBAHIOrO yIPABJICHHS CCPBHCOM IIPHIOKCHUA, &
TAKKe 3aMINTA HOCTYIA K IapaMeTpaM MPHIIONCHHS ¢ TIOMOIIBIO Mapois, TO3BONAIOIAS
u30exKaTh  OTKIIOUEHMS  3alIMTBI €O CTOPOHBLI  BPEJOHOCHBIX  [IPOrpamM,
3JIOYMBILLICHHUKOB WY HEKBANTH(QUIUPOBAHHEIX T107IB30BATCIICH;

YCTAHOBKH TOJBKO BLIOPAHHBEIX KOMIIOHEHTOB MPOrPAMMHONO CPesICTBA AHTHBHPYCHOH
3AIIUTI;

IEHTPATH30BAHHOE YIPABICHHE BCEMH BBHIICYKA3aHHBIMH KOMITOHCHTAMH € IIOMOLILIO
eIMHON CHCTEMB] YIIPABICHHS,

3amycK 3a7a4 10 PaciyCaHUIO H/HIIH Cpasy TOCIIE 3arpy3KH ONEPALHOHHOM CHCTEMBI;
rufkoe yIpapleHHE HCHOJIL3OBANHEM DECYpeOB KOMIBIOTEpa Mt OOCCHCYCHHA
komopTHOH paboTel MONL30BATENel IIPH BBIIONHEHHH CKAaHHpPOBaHHs (aiinoBoro
MPOCTPAHCTBA, _

YCKOpEHHE IIponecca CKaHnUupOBAHHAS 38 CHCT NIPOITyTKa 00BEKTOB, COCTOSAHHE KOTOPBIX CO
BPCMCHH HpOIlI.TIOﬁ ITPOBEPKHU. HE M3MEHUIIOCh;

BO3MOJKHOCTb IPOBEPKH HETOCTHOCTH aHTHBUPYCHOH IPOTPaMMBIL,

BO3IMOXHOCTE ILO68BII€HH§I HCKIIOYEHMNH 13 aﬂmunpyCHoﬁ HPOBBPKH oo KOH'IpOHbHOﬁ
cymme (Gailn, Macke WMCHW/IMPEKTOPHH WIH II0 HAIMYHIO Y (aitna HOBEPEHHOM
uH(pOoBOH TIOAMHCH;

HAJIMYHe Yy AHTUBHpYCa 3alMINEHHOTO XPAaHWIMINA 7S YAATCHHBIX 3apaNKCHHBIX
(aitnos, ¢ BOAMOKROCTRIO UX BOCCTAHOBJICHHUS;

HAJTMYHE 3aMUIIERHOr0 XPaHHHIIa JUT1 0TYETOB 0 paboTe aHTUBAPYCA;

BO3MOYKHOCTH BKIIOUGHMS ¥ BBEIKJIIOYEHHs rpaduueckoro uHTepdelica aHTnBUpyca, a
TAKKe HAIMYNE TPOIIEHHOM Bepcun rpaduyeckoro uHTEpdeica, ¢ MHHUMAILHBIM
HabopOM BO3MOKHOCTEH;

BO3MOYKHOCTh (DOpMHpPOBaHHMs [aONIOHa TOBEJECHHSA NPOTpaMM W ONOKMPOBKH HX
IeHCTBUH, IPY OTKJIOHEHHH OT mabIoHa NOBEAEHHAS (ANaTTHBHBIN KOHTPOIH aHoOMaui);
BO3MOXHOCTE HuTerpanuu ¢ Windows Defender Security Center;

HamMuHe ToIepyky Antimalware Scan Interface (AMSI);

nanmaue noarepxin Windows Subsystem for Linux (WSL);

BO3MOIKKHOCTDb 3a0MTHTE napoieM BOCCTANOBJICHNC o0BeKTOB H3 peaepmxo ro

XpaHUTIHIIA.

TpeGosanms K TPOrPaMMHEBIM CPEICTBAM AHTHBHPYCHOM 3ati bl Jut palouux cranimil Mac
[IporpaMMHBIe CPeZiCTBa AHTUBUPYCHOI 3aMIUTEI 11 pabounx cTaHuui Mac JOMKHE!

(QYHKIMOHHPOBATH Ha KOMIIBIOTEPaX, paboTatoNMX O YIPaBICHUEM ONICPAMOHHBIX CHCTCM
CIICJIYIOIIUX BCPCHH:

®

macOS Catalina 10.15;
macOS Mojave 10.14;
macOS High Sierra 10.13;
macOS Sierra 10.12.



B nporpamMMuoM cpencTBe aHTUBHPYCHOM 3a1WTHL JO/DKHB! GbITH PCATH30BANBI CICYIOUINE
(bYHKIHOHATBEHBIE BOSMOKHOCTH!

®  DEe3UNIEHTHLIM AHTUBUPYCHBIH MOHUTOPHHT,

e o0naynas 3allKdTa OT HOBBIX Yrpo3, MO3BONSIOWIAS NPHIOKEHHIO B PEKHME PEAILHOIO
BpeMEHH 00palarsesi K CHEHHANLHBIM pecypeaM IPOU3BOAUTENS, JUI TONYyUYSHHS
Bep/HMKTa I10 3amyckaeMo mporpamme wid dakiny;

e asroMmaruyeckoe obHOBIIEHME aumnﬁpycumx a3 o pacmHCanuio;

e pesepBHOE KOIHPOBAHMC 3apaskeHHBIX (ailyioB mepen HX yHOATNEHHEM, VIS BO3MOKHOCTH
BOCCTAHOBJICHUS,

® DOBPHCTHYECKHH aHAIH3aTOp, MNO3BOJAIOMMH pacio3Hasare © OJAOKHPOBATH paHee
HEU3BECTHBIE BPEJOHOCHBIE IIPOrPaMMBI;

® 3QIIKTA OT CETEBBIX ATaK C UCIIOJIB30RAHAEM CHCTEMBI OOHAPYKESHHUS U TIPEIOTBPALIICHHS
propxerui (IDS/IPS) u npasusiaMu cereBod akTHBHOCTH JUIS HauboJee MOMyaspHBIX
npwiokeHu# npu pabore B BBIYACIMTENBHBIX CeTSX Jo0oro Tuma, BKIHOUYas
BecrpoBOHEIE;

e ONOKMPOBKA BPENOHOCHBIX W (UIIHHTOBBIX CAfTOB Ha OCHOBE BEpAUKTOB
peryTaiuOHHBIX 00IaYHbIX CEPBUCOB IPOM3BOIHUTEINS aHTUBUPYCHBIX CPEACTB 3aIlNTHI;

e TIpOBEPKY cereBoro Tpaduka, nepenansaeMoro yepes 6payseprr Safari, Google Chrome u
Firefox (HTTP u HT'TPS Tpadux);

e KOHTPONb paboTel noNs30BaTeNs ¢ ceThio MHTepHeT, B TOM uHchae nobasiicHHs,
peNaKTHPOBAHHS KaTeropui, BKIIOYEHHE SBHOrO 3ampera MM paspelieHus JOCTyna K
OTIpEJIEJICHHRIM DECypcaM HMJM KaTeropuifl pecypcoB, CO3NAHHBIX ¥ JUHAMUYECKH
0OHOBJISIEMBIX TIPOU3BOAUTENEM

®  YCKOPEHUS [POLECCa CKAHUPOBAHMS 34 CUET IIPOITyCcKa 00BeKTOB, COCTOSHHE KOTOPLIX CO
BPEMEHH NPOLLIOH IPOBEPKH HE H3MEHUIIOCH;

e [ICHTPANMIOBAHHOE YIPABJIEHHE BCEMH BEHICYKA3AHHBIMU KOMIIOHEHTAMH € TTOMONILIO

CAUMHOH CHCTEMB] yopaBJICHHA.

TpeBonamus K NPOrpaMMHBIM CPEACIBAM dHIABHPYCHOH 3aniu1el Juist pabounx crannnk Linux
[IporpammHbIe CPECTBA AHTUBHPYCHON 3aIUTHI U1 pabouuX CTanLuH Linux KosoKHbI
QYHKIHOHUPOBATH HA KOMIBIOTEPaX, PaGOTAIOMIIX IO/ YIPaBICHHEM CIEAYIOmAX 32-0HTHBRIX
OTIEPALHOHHBIX CHCTEM CHENYIOUINX BEPCHH!

e Ubuntu 16.04 LTS;

¢ Red Hat Enterprise Linux 6.7 — 6.x;

¢ Red Hat Enterprise Linux 7.2 = 7.x;

e CentOS 6.7 v BoIIIIE;

e Debian GNU / Linux 8.6- 8.x;

e Debian GNU / Linux 9.4 — 9.x;

e [inux Mint 18.2 - 18.x;

e Linux Mint 19 (nocnennss Bepeus);

e Anpr Jlunyke CIIT 7.0.6;

e At Jlunyxc CIIT 8.0.0 Pabouas cranius;

o  Anpt Jlunyke CIIT 8.0.0 Cepsep;

e Ausint Jlunyke 8.2 Pabouas craniys;

e Aunr Jlunyxe 8.2 Pabouas cranums K;



Anpt JInnyke 8.2 Cepsep;

Anpr Jlnnyxe 8.2 OGpazopanue;
Jloroc;

TCocnunyke 6.6.

[IporpaMMHubIe CPEACTBA AHTHBHPYCHOM 3aIMUTHI VIS paboumx cranuui Linux J0/mKHbE
(QYHKIIMOHHPOBATEL HA KOMIIBIOTEpaX, PaGOTAIOLIHNX MO YIPaBICHHEM CCAYIOmuX 64-GHTHBIX
ONEPAIHOHHEIX CHCTEM CIIERYIOIIHX BEPCHi:

Ubuntu 16.04 LTS;

Ubuntu 18.04 LTS:

Red Hat Enterprise Linux 6.7 — 6.x;

Red Hat Enterprise Linux 7.2 = 7.x;

CentOS 6.7 - 6.x;

CentOS 7.2 -7.x;

Debian GNU / Linux 8.6- 8.x;

Debian GNU / Linux 9.4 — 9.x;

OracleLinux 7.3 u BhIE,

SUSE Linux Enterprise Server 15;

openSUSE 15;

Anpt JIunyxe CIIT 7.0.6 ;

Anpr JInayke CIIT 8.0.0 Pabouas cranuus;

Anwt Jlunyke CIIT 8.0.0 Cepnep;

Anst JIunyke 8.2 Pabouas cmrmm{;

Anvt Jlunykce 8.2 Pabogas cranuus K;

Aunpt JInnyxe 8.2 Cepsep;

Anpr JInuyke 8.2 O6pazoBanue;

Amazon Linux AMI;

Linux Mint 18.2 u Briue;

Linux Mint 19 (mocnensss Bepeus);

Micro Focus Open Enterprise Server 2018;

Astra Linux Special Edition 1.5 (momxua 66rTh nomuepkka paboTsl B 00BIMHOM PEKHME
H B peXXHME 3aMKHYTOMH IpOrpaMMuo cpeb);

Astra Linux Special Edition 1.6 (nofbma 61T TOMEpKKa paboTel B OOBIYHOM pEXUME
H B PSIKHME 3aMKHYTOH NPOrpamMMIOH cpennt) ;
Hupron 36KT;

[{upkon 36CT;

OC POCA «KOBAJIbT» 7.3 jisi KIIHEHTCKUX CHCTEM;
OC POCA «KOBAJIbT» 7.3 st CepBEPHDIX CHCTEM;
EMUAC 1.0;

TociuykKc 6.6;

Jloroc;

PEIL©C 7.2.

B I'IpOI"paMMHDM CPCRCTRC aHTYIBI/IpyCHOffi AU Thi JOMNKHBIL 6BITB pcaﬂ.u:*,o;aanm CHACAYIOIINC
(YHKIHOHANBHBIE BO3MOKHOCTH:



PE3UJICHTHOTO aHTUBUPYCHOIO MOHUTOPUHIA;

061a4HOH 3aIIMTE! OT HOBBIX YIpO3, MO3BOJISIOIIEH NPHJIOKEHHIO B PEXKUME peallbHOTO
BpeMeHH 00paliatbes K CHCLHMAIBHBIM PecypeaM NPOHM3BOAMTEN, U TIONMYYCHUS!
BEpP/IMKTA N0 3aIlyCKaeMOM pOrpaMme il Gbaliny;

[IPOBEPKY PECYPCOB HOCTYIHBIX TIO SMB / NFS;

SBPHCTHYECKHI  AHANM3aTOP, TO3BONISIONIHH Gosece 5GGEKTHBHO pacrio3HaBaTek MU
BIOKMPOBATE PAHEE HEU3BECTHEIC BPEIIOHOCHBIE IPOTPAMMEL, '

AHTUBHPYCHOE CKaHMPOBAHHE MO KOMAHJE [ONB30BATCIS WIM aAMHHHCTPATOpa U TIO
PACIHCaHKIO,

AHTHBHPYCHYIO IpoRepKa (aitnos B apxusax zip; .7z*; .7-z; .rar; .iso; .cab; Jjar; .bz;.bz2;,
tbz:.tbz2; .gz;.tgz; .arj.;

IPOBEPKY COOGIIEHNH 3/IEKTPOHHON OYTHI B TEKCTOBOM dopmare (Plain text),

HaTMuHe MEeXaHU3MOB ONTHMHU3alMK IpoBepky (aiinoB (HCKIMOYEHUS, IOBCPCHHbIC
TIPOLCCCHI, TUMHT BPEMCHH MPOBEPKH, JIMMHUT pasMepa [poBepsieMaro (aitia, MEXaHU3M
KEIMHPOBanHs HHGOPMALMA O INPOBEPSHHBIX H HE HIMEHEHHBIX TOCJE IPOBCPKH
Gaitnos);

sammTy (aiiioB B JOKAILHEIX JHPEKTOPHSX C CETERBIM JIOCTYIIOM [0 NPOTOKOIaM SMB/
NFS 0T yIaJeHHoro BpeJIOHOCHOT0 MU (POBAHNS;

MOMeIEHKe TIOI03PUTENBHBIX H ITOBPEXKJICHHBIX 0GBEKTOB Ha KAPAHTUH;

NpPOBEPKY TOYTOBBIX 0a3 NMPHIOKEHUH Microsoft Outlook wa nHanHuue BPEHOHOCHBIX
00BEKTOB;

BO3MOKHOCTH [IEPEXBATA H TPOBEPKH (aiJIoBbIX ONICPALii HA YPOBHE SAMBA;
yTpaBjieHHE CETEBBIM  OKPAHOM OIICPALMOHHON  CHCTEMDBI, €  BO3MOMKHOCTBIO
BOCCTAHOBJICHHSA MCXOHOTO COCTOSHHUS MIPABHI;

3AMyCK 3aa% O PacIlHCANMIO H/MIH CPa3y TOCHIe 3arpysku ONIEPALHOHHON CHCTEMBL,
BO3MOYKHOCTD 9KCIIOPTHPOBATH H COXPAHATD OTHCIBL B dopmarax HTML u CSV;

rubKoe ynpaBjiCHHE HCIONB3OBAHHEM pPECYypCoB [IK s obecredetus KoM(pOPTHOH
paGoTEI IIONB30BATENEH TIPH BBINONHEHHH CKAHHPOBAHHS (paitoBoOro MpoCTPaHCTBa,
COXpAHEHUE KOIIMK 3aPaKCHHOTO 00BEKTA B PC3CPBHOM XPAHHIIHIIC ICPeL JICUCHHEM H
yaaneHueM B LElsX BO3MOXKHOIO BOCCTAHOBIICHHA obnbexra 1o TpeOOBAHMIO, CCIIH OH
npencTaniseT HHPOPMALMOHHYIO LEHHOCTE;

BO3MOKHOCTD YIIPABNEHHS HYEPE3 TMONB30BATCIBCKHH rpaduycckuit uutepdeiic 6es root
Ipas;

[(EHTPANTH30BAHHOE YIPABJICHUE BCCMHA BBILICYKA3aHHBIMH KOMIIOHCHTAMH C HOMOLIBIO
eANHOYN CHCTEMBI YIIPABICHHA,

TpeSosaniss K IPOrPaMMHBIM CPEJICTBAM aHTHBH pycHOH 3aiu sl GaiIoBbIX CEPBEPOB,

cepBepoB MaciTada HPEeANpHs I, TEPMUHAIBHEIX CCPBEPOB Windows
IIporpaMMHBIe CpeJiCTBa aHTABAPYCHOH 3AITUTHI UL (aitnossix ceppepos Windows JOJDKHLL
(yYHKIIHOHHPOBATH Ha KOMITHIOTEPAX, PAOOTAIONIX 1O/ YIPABJICHHEM OlIEPAIIMOHHEIX CUCTEM
ClIEJLYIOLIHX BEPCHH!
32-paspsiHbIX ONEPAIHOHHBIX CHCTEM Microsoft Windows

e Windows Server® 2003 Standard / Enterprise / Datacenter ¢ makeToM obrosnennt SP2

HJIY BBILIES

e Windows Server 2003 R2 Standard / Enterprise / Datacenter ¢ maxeToM obuosaenuit SP2

WITA BHIHIC,



Windows Server 2008 Standard / Enterprise / Datacenter ¢ naxerom o6HOBneHU# SP1
WJIH BBILIE,

Windows Server 2008 Core / Standard / Enterprise / Datacenter ¢ nakeToM 00HOBICHHH
SP1 unu BsIIE.

64-pa3psIHBIX onepanHoHHBIX cieTeM Microsoft Windows

Windows Server 2003 Standard / Enterprise / Datacenter ¢ rakerom o6HoBnenu# SP2
HIIH BBIILE;

Windows Server 2003 R2 Standard / Enterprise / Datacenter ¢ nakerom oonopienuit SP2
WM BBILIE;

Windows Server 2008 Core Standard / Enterprise / Datacenter ¢ naketoM o0HOBICHHI
SP1 un BeIE;

Windows Server 2008 Standard / Enterprise / Datacenter ¢ maxerom obHoBnenuit SP1
YJIH BBILIE;

Microsoft Small Business Server 2008 Standard / Premium;

Windows Server 2008 R2 Foundation / Standard / Enterprise / Datacenter ¢ maxeTom
obuornennit SP1 unu BeiLIE;

Windows Server 2008 Core Standard / Enterprise / Datacenter ¢ maxetoM 0GHOBICHHH
SP1 wnu BhILLE;

Windows Hyper-V Server 2008 R2 ¢ maxeroM 00HOBJeH#] SP1 1y BBIIE;

Microsoft Small Business Server 2011 Essentials / Standard,

Microsoft Windows MultiPoint™ Server 2011 Standard / Premium;

Windows Server 2012 Foundation / Essentials / Standard / Datacenter;

Windows Server 2012 Core Foundation / Essentials / Standard / Datacenter;

Microsoft Windows MultiPoint Server 2012 Standard / Premium;

Windows Storage Server 2012;

Windows Hyper-V Server 20123

Windows Server 2012 R2 Foundation / Essentials / Standard / Datacenter;

Windows Server 2012 R2 Core Foundation / Essentials / Standard / Datacenter;

Windows Storage Server 2012 R2; A

Windows Hyper-V Server 2012 R2;

Windows Server 2016 Essentials / Standard / Datacenter;

Windows Server 2016 MultiPoint;

Windows Server 2016 Core Standard / Datacenter;

Microsoft Windows MultiPoint Server 2016;

Windows Storage Server 2016;

Windows Hyper-V Server 2016;

Windows Server 2019 Essentials / Standard / Datacenter;

Windows Server 2019 Core;

Windows Storage Server 2019;

Windows Hyper-V Server 2019.

B nporpaMMHOM CPEJICTBE aH THBHPYCHOR 3aLiMThI IOIDKHBI OBITH PEANIM30BAHBI CIE/YIOIIHE
G YHKIMOHAIBHBIC BO3MOMKHOCTH!



AHTUBUPYCHOE CKAHUPOBAHUE B PSKUME PEAILHOTO BPEMEHHM H IT0 3aMPOCy Ha CepBepax,
BLITOMHAIOMAX pasHele (QYHKLUHU: CEPBEPOB TEPMHUHAIOB, TPUHT-CEPBEPOB, CEPBEPOB
TIPHIIOKEHHI B KOHTPOIINCPOB IOMEHOB, (paHIIOBBIX CCPBEPOB;

AHTHBUPYCHOE CKAaHMPOBAHUE TIO KOMAHJE MOJIL30BATENS WIM aJMUHACTpaTopa ¥ 1O
PAacHKCaHMIO,

3aMyCK 3a/1a4 IO PACTIMCAHHIO H/HIA Cpasy TOCIe 3arpy3ku ONEPaLiOHHOM CHCTEMDI;
obagnasl 3aluTa OT HOBBIX }’I'p03_, [1O3BOJIAIOLIAA IIp'HHO}KCHHIO B PEIKHUME pealisHOTO
BpeMeHH 00paliaTeess K CHCHMAIbHBIM CataM [POM3BOMHMTENA, JUIA TOIyICHNA
Bep/KTA 110 3aITyCKaeMolt iporpamMMe uin Qaiiiy;

aHTHBHpPYCHAs IpoBepka U JcucHue (aiinos B apxusax GopmaTosn RAR, ARJ, ZIP, CAB,;
samara  (aiioB, albTEpHATUBHBIX IoTOKOB (alinosbix cucrem (NTF S-streams),
3arpy304HOMN 3aIHCH, 3aTPY30YHBIX CCKTOPOB JIOKATBHBIX H CHEMHBIX JIHCKOB;
HEMpephIBHOE OTCIEKUBAHNE TIOTILITOK BHITTOITHEHHS Ha 3alHIIaeMOM CEPBEPE CKPHIITOB
VBScript u JScript, cosjannbx mo TexHoymormsM Microsoft Windows Script
Technologies (unu Active Scripting), mposepka HPOTpaMMHOIO KONa CKPHITOB H
ABTOMATHYECKH 3alpEIeHHe BBIIIOIHEHNHE TEX U3 HUX, KOTOPBIC NPH3HAOTCS ONACHBIMH.
ananus obpamennit k obmuM nankaM ¥ (aknam JUIs BbIIBICHHS HOTBITOK mudpoBanust
3aIIHIIASMBIX PECYPCOB TOCTYIHEIX I10 CETH;

BO3MOKHOCTB TPOBepKH KoHTelHepoB Microsoft Windows;

3AIUTH! OT DKCIUIYATHPOBAHUS YA3BHMOCTCH B AMSITH TTPOLIECCOB;

JOJDKHA ObITh BO3MOJKHOCTL aBTOMAaTHUCCKH 3aBepluaTth CKOMHpOMe’THpOBGHHBIG
IIPOLIECCHI, TTPH STOM KPHTHUECKHE CHCTEMHEIE IIPOLECCH! HE NOIDKHbI 3aBEPLIATHCA;
BO3MOYHOCTE 106aBSTH IPOLECCH B CMCOK 3alINIIACMBbIX;

YCKOPCHHS TIpOU.GCCﬂ CKaHupoBaig 3a CYET HpOoNnyCKa O6’1>€KTOB, COCTOSIHHE KOTOPBIX CO
BpeMeHH NPOIIOH NPOBEePKH He H3MEHUIIOCH;

npoBepka COOCTBCHHBIX MOJAyNell Ha BO3MOKHOC HADYMICHHE HX LCIOCTHOCTH
HOCPEJCTBOM OTAC/TBHOMN 38/1a4H;

HACTPOMKH NMPOBEPKH KPHTHIECKUX obsacteil cepsepa B KauecTse OTIHENBHON 3a/1aun;
PETYTUPOBKM pacTipefieieHuss PeCypeoB CcepBepa MEXNAy aHTHBHPYCOM M ApyrMMH
TPUJIOKCHUAMY B 3aBUCHMOCTH OT NIPHOPHTCTHOCTH 33144,

BO3MOYKHOCTS TPOJIOIIKATS AHTHBHPYCHOE CKAHUPOBAHHE B HOHOBOM PEKUME,

HAIMUHEe MHOMECTBEHHBIX IIyTell YBENOMICHHS aOMHHHCTPATOpPOB O  BAXKHDIX
[IPOM3OLIENMHX ~ COOBITHSX  (TOUTOBOS  COOOWIEHHE,  3BYKOBOCG  OTIOBCUICHHC,
BCIUTBIBAIOLIEE OKHO, 3aNUCh B XKYPHAI COOBITHI);

poJICBOM JOCTYTI K IapaMerpaM UPHACKCHAH ¥ ciyxbe © TIOMOIUBIO CIIMCKOB
pa3pememdﬁ, HOBBOJ}X)OHIH?I u30eKarh OTKIIOUYCHHS 3allHTELI CO CTOPOHBI BPECAOHOCHBIX
IIpOrpaMM, 3OYMBIUUICHHAKOB WK HEKBATHHIMPOBAHHBIX N0JB30BATENEH, a TaKkKe
3aMpeIalolil HIIH paspelaioniyii ynpaBicHUC aHTHBHPYCOM;

BO3MOKHOCTE HHTerpanuy ¢ SIEM cucremamy;

BO3MOKHOCTE YKa3aHUs KOJIMYECTBA paboUuX MPOLECCOB AHTHBUPYCA BPYHHYIO,
BO3MOYKHOCTH OTKINIOUHTS rpaduveckni HHTEpQEHC;

HAHYAC YAANEHHON W ITOKANBHOH KOHCONH ynpaaneum;

YIIpaBpJICHHS napaMerpaMu AHTHBHpYCA U3 KOMQH}IHO)\& CTPOKH,

[eHTPAIA30BAHHOE YIIPABICHHE BCEMH BBILICYKA3aHHBIMI KOMIIOHCHTAMH ¢ [OMOUIBIO
e;mnoi’r CHCTCMBL yI’lp&BHCHHK;



®  VIIPAaBJICHHC CCTEBHIM  DKpPaHOM

ONEPaloOHHOH

BOCCTAHOBIICHHUS HCXOAHOTO COCTOSHNA npaBHlL

CHCTEMBI,

C

BO3MOKHOCTLHIO

TpeHosanus K IPOrPAMMHBIM CPEJICTEAM AHTUBAPYCHON 3aruTsl Juist (HaiIoBBIX CCPBEPOB

Linux

TIporpavMHbIe CPEICTRA AHTUBUPYCHOH 3alIMTBI TS pabounx cranHiui Linux JOMKHbI
(yHKIHOHHPOBATH Ha KOMITbIOTEPAX, pa00TAIONIMX O YIPABICHHCM creyrouux 32-0MTHBIX

OIEPalHOHHBIX CHCTEM CIICAYIOIIHX BEPCHH:
s Ubuntu 16.04 LTS;
e Red Hat Enterprise Linux 6.7 —6.X;
e Red Hat Enterprise Linux 7.2 - 7.x;
o (CentOS 6.7 1 BBIILIE;
e Debian GNU/ Linux 8.6 — 8.X;
e Debian GNU / Linux 94 - 9.x;
e [Linux Mint 18.2 u BhllIIE;
o Linux Mint 19 (mocnenHss BepCus);
e Ampt Jlunyke CIT 7.0.6;

e Ayt Jlunyke CIIT 8.0.0 PaGouast cTanuus;

o Asst Jluayke CIIT 8.0.0 Cepsep;
e Aunpt Jlunyxkc 8.2 Pabouas CTaHIMS,

e Aupt Jlunykc 8.2 Pabouast cranums K;

e Aunst Jlunyxke 8.2 Cepsep;

e Aupt JInnyke 8.2 OGpasoBanue;
o JloToc;

¢ [ocnunykc 6.6.

TTporpaMMHBIE CPEJCTBA AHTHBUPYCHOM 3aIHTDL I pabounx cTaHmui Linux JoKHb
(pyHKIHOHHPOBATH Ha KOMITBIOTEPAX, pabOoTAIOIIUX MO YIPABICHUEM CIICHYIOMNHX 64-OuTHRIX

OTIEPAIIOHHBIX CHCTEM CIICAYIOLIHX Bepeui:
e Ubuntu 16.04 LTS;
¢ Ubuntu 18.04 LTS;
e Red Hat Enterprise Linux 6.7 — 6.x;
e Red Hat Enterprise Linux 7.2 = 7.X;
e Cent0S 6.7 —6.x;
e Cent0S72-7x;
e Debian GNU / Linux 8.6 — 8.x;
e Debian GNU / Linux 9.4 - 9.x;
e OracleLinux 7.3 # BBILIE;
e SUSE Linux Enterprise Server 15;
o openSUSE 15;
e Aust Jlumyie CIIT 7.0.6;

o Ausr JInnyke CIIT 8.0.0 Pabouas cranupst;

e Auswt Jlunyke CIIT 8.0.0 Ceprep;
e AnsT Jlnayke 8.2 PaGouast craHiiusg

e Aunst JInnyke 8.2 PaGouast cranims K;



At JInnyxke 8.2 Cepsep;

Aset Jlnnyxke 8.2 O6pazosanne;

Amazon Linux AMI;

Linux Mint 18.2 u Bsie;

Linux Mint 19 (mocrnejnss Bepeus);

Micro Focus Open Enterprise Server 2018;

Astra Linux Special Edition 1.5 (momxk#a 651Te nojuepxxa paborsl B 00BIMHOM peKHME
U B PEXHUME 3aMKHYTOH MIpOrpamMMHOI cpesibl);

Astra Linux Special Edition 1.6 (nomksa Gerrs nojuiepixka paborst B 00BIMHOM PEXAME
U B pEXXHME 3aMKHYTOH NpOorpaMMHuoi cpens);

Lupxon 36KT;

Hupkon 36CT;

OC POCA «KOBAJIbT» 7.3 Juist KIIHEHTCKHX CHCTEM;

OC POCA «KOBAJIbT» 7.3 mist CEpBEPHEBIX CHCTEM;

EMUAC 1.0;

Cocmunyxc 6.6;

Jlotoc;

PEJL OC 7.2.

B nIporpaMMHOM CPECTBE AHTHBUPYCHON 3aIIHTHI OJDKHBI OBITH PEaNi30BaHE! CICAYIOMHE
(YHKIMOHANBHEIE BO3MOXKHOCTH:

PE3HACHTHOTO aHTHBHPYCHOTO MOHUTOPHHIA;

oGnauHol 3aUMTEl OT HOBBIX YI'PO3, HO3BOJAIONIEH NPHIIOKEHHIO B PEIKUME PEaTbHOTO
BpeMCHM OOpaliaThes K CrEUHAILHBIM PeCcypeaM IPOU3BOIMTENS, JUIS MHOJydeHus
BEPHMKTA [0 3arycKaeMoit nporpamme uin aiiry;

IPOBEPKY pecypcoB pocTynnbix no SMB / NFS;

IBPUCTHYCCKUI aHANM3ATOp, MO3BOSIOMMK Gonee S(Q(MEKTHBHO pacHo3HABATL H
OJI0KMpOBaThH paHee HEH3BECTHEIC BPEAOHOCHBIE IIPOTrPaMMEI,

AHTUBHPYCHOE CKAHMPOBAHHC IO KOMAHJC MONL30BATENS WM aJAMHHHCTPATOpa W 10
pacriucaHuIo;

AHTHBHPYCHYIO NpOBEpKa daitnos B apxuBax zip; i e -
z; .rar; .iso; .cab; Jjar; .bz;.bz2;.tbz;.thz2; .gz;.tez; .arj.;

HPOBEPKY COOBLIEHMH IIEKTPOHHOM MoyThI B TeKcToBOM Qopmare (Plain text);

HATHYHE MEXaHH3MOB ONTHMMM3AIMH TIpOBEpKH (aiioB (MCKIIOYEHHS, HOBEPEHHBIC
IIPONECCEH], JIMMUT BPEMEHH TIPOBEPKH, JIMMHT pasmMepa nposepsemMoro (aiina, MexaHusm
KELIMPOBaHHA HHpOpPMAUMA O [POBEPEHHBIX W HE M3MEHEHHBIX T[OCJE I[IPOBEPKHU
(aiinos);

3amuTy $Galinos B TOKANbHBIX AMPEKTOPHUSIX ¢ CETEBBIM JOCTYIIOM 10 TIpoTokoiam SMB /
NFS ot ynanesnoro BpejloHOCHOro M poBaHus;

[IOMEIICHHE TOI03PHTENLHBIX H [TOBPEKICHHBIX 00BEKTOB Ha KapaHTHH;

IIpOBEPKY TOYTOBEIX 6a3 npunoskerui Microsoft Outlook

BO3MOKHOCTB IICPEXBATa H IPOBCPKH (aitioBbIX onepaluit Ha ypopHe SAMBA;
YIpPaRNeHUE CETEBRIM  3KPAHOM  ONEpAllMOHHOW  CHCTEMBI, C  BO3MOXKHOCTBIO
BOCCTAHOBJICHMUSA HCXOIHOI'Q COCTOAHMSA [TPABHIIL,;

3aIYCK 3844 110 PACIIHCAHHIO U/HIH Cpasy I0CIE 34rpy3Ka ONEPalMOHHONR CUCTEMBL,



BO3MOYKHOCTE PKCIIOPTHPOBATH | coxpasth oTyers B hopmarax HTML CSV;

ruGkoe ympapienue ucuosbs3oBaHwem pecypeos K s obecnieuenus KoMQOPTHOM
paboThl [10JI630BATE/IEH TIPH BBITIOIHOHHH CKAaHHPOBAHUA daitsioBoro nMpocTpaHcTBa;
COXpAHCHHE KOTIHY 3apaXCHHOTO 00BEKTa B Pe3CPBHOM XPAHUJMILE MEPe] JICUCHHEM H
yIAJCHHEM B LETAX BO3MOIKHOTO BOCCTAHOBICHUSA o0BeKTa 10 TPeGOBAHMIO;
BO3MOYKHOCTD YIIPABIICHHS 9E€PE3 OTH30BATENbCKHIL IpaduuecKui untepdelic Ge3 root
pas;

HEHTPATHIOBAHHOE YIIPABICHUE BCEMH BBILIEYKA3AHHBIMHA KOMIOHCHTAMH ¢ MOMOIIBIO
eMHOM CHCTEMBI YIIPABICHHSL.

vs

TpeSoranus K pOrpaMMHBIM CPE/ICTBAM THTHRUPYCHOH 3aiHT5L MOOUIBLHBIX YCTPOHCTS

[IporpaMMHBIE CPEACTBA 1A AHTHBHPYCHOH 3aIIHTEl CMAPT(POHOB JOIKHEI (PYHKIHOHHPOBATH
10J] YIparjieHreM crieyiomux MoGwibHex OC:

Android 4.4—10.0;
Apple i0OS 10.0 - 12.

B mporpaMMHOM CPECTBE AHTUBHPYCHOH 3aIUThH! emaprdonos wist OC Android sosmkes! Gerts
peaH30BaHbl CIIeAYIomuUe (yHKIHOHAIBHBIC BO3MOKHOCTH:

[OCTOSHHAS aHTHBHPYCHAsK 3a1uTa $painoBoi CHCTEMBI cMapThoHa, ¢ JOMOTHATCITHHBIM
YPOBHEM TIPOBEPKH C HCTIONB30BAHHEM 00Ia4HOr0 PpeIyTaLHOHHOTO CepBHCA
IPOM3BO/IUTENST AHTHBHPYCHBIX CPEICTB 3ALIMTBI;

nposepka GaiioBoit cHeTeMbl YCTPOHCTEA 110 TpcOOBAHHKIO U 110 PACHIHCANHIO;
MTHOBEHHAS IPOBEPKA yCTAHABIHBAEMBIX PHIIOKCHHI

6I0KHPOBKA BPEJOHOCHBIX ¥ (PHUIMHIOBBIX CAHTOB HA OCHOBE BEP/IMKTOB
penyTalMOHHEIX 00JIaUHbIX CEPBUCOB IPOH3BOAUTENS aHTUBHPYCHBIX CPEACTE 3QIINTHI;
ozIepskKa HeNbIX CIIHCKOB paspelieHHbIX CaHTOB;

HAMYIe XPAHMITHING JUTS H30JHPOBAHYS 3aPaKCHHBIX 06BHEKTOB;

0BHORNEHUE AHTHBHPYCHBIX 633, HCIOIB3YEMBIX TIPU TIOKCKE BPEIOHOCHBIX MPOTpaMM H
yaeHuH OTacHbIX 0GBEKTOB, TI0 PACTIMCAHHUIO;

6 TOKHpPOBKA 3aITYCKA YKA3aHHEIX TIPUIIOKEHUH, B TOM YUCIIE C [IOMOMIBIO 3aPaHEe
3aAAHHBIX KATErOPUi 1IPAJIONKEH HIA;

rozepiKkKa GesbIX CIHCKOB Pa3peIICHHBIX NPHIIO/KCHUHN;

6IOKHPOBKA CHCTEMHBIX TTPHIONEHH, B PAMKaX KOHTPOJIS 3aTyCcKa TIPHITOKEHIH;
BOIMOKHOCTE OTIPABKH KOMAHK ¥ push yBelOMIICHUH Yepe3 CEpBUC Firebase Cloud
Messaging (FCM);

BazoBast MOYISPIKKA Android for Work;

BO3MOYKHOCTE 3a0710KUPOBATH wi-fi u bluetooth Momy/H, a TAKIKE HCITOTB30BAHUC
KaMepsl MOOMJIBHOTO YCIPOHCTHA;

BO3MOKCHOCTh YKa3aTh TAPAMETPHI OJKITFOUSHHS K Wi-fl ceTsiM;

BO3MOYKHOCTD yKa3aTh 00s13aTe/IbHBIC K yCTAHOBKE TIPUTIOKCHHS;

BO3MOYKHOCTb GIIOKMPOBKE MOGHIBHOTO YCTPOHCTBA, YIAICHHE IAHHBIX, YIANCHHC
JAHHBIX CBA3aHHBIX ¢ pabouel AesTeNEHOCTHIO, IOy YeHHE KOOPIINHAT
MECTOMOIIOYEHHUS YCTPOHCTBA, YAAIEHHOI'0 BO3BPATA K 3aBOACKHM nacrpoiixam (factory
reset);

BOIMOYKHOCTE CO3TARMS CIIMCKA IIPABHIL HA OCHOBE KOTOPBIX Gy/eT OCYHIEC IBIATHCH
poBepKa MOOHITEHOTO YCTPOHCTBA HA COOTBETCIBHE KOPIOPATHBHBIM ITOTIUTHKAM C



BO3MOKHOCTBIO aBTOMATHYECKON GIIOKMPOBKY yCTPOHCTRA, yaaleHUs JAaHHbIX, 3anpeTa
3aIlyCKa KOPIOPATUBHBIX NPHIIOXKEHHH IPYU BRISBICHUH HECOOTBETCTBUIM,
* moanmepxka texnonorud Samsung KNOX1 u KNOX2.

B nporpammuoM cpesicrse 3anmrsl eMaprdouos pis OC Apple i0S nomxus! 6uits
PeaTH30BAHEL CAEAYIONME GYHKIHOHANBHBIE BOZMOKHOCTH:
® BO3MOXHOCTb YAAJICHHON HaCTpOHKH napameTpos i0S MDM-ycrpoifcTs ¢ nomMonisio
TPYTIIOBBIX MOJIHTHK;
® BO3MOXKHOCTB OTHPABKY KOMAH/IbI GJIOKUPOBAHHS U yHaNeHHs JAHHbIX;
® BO3MOKHOCTD CO3/IaBaTh IPYIIIOBLIC TOIMTHKHY GE30IIACHOCTH MOOMIIBHBIX YCTPOHCTB;
® YJIaNCHHO HACTPauBaTh KOH(DUIYPALHOHHBIC IAPAMETPE] YCTPOHCTB, HOAKITIOYEHHBIX 1O
nporokony Exchange ActiveSync\ iOS MDM;
® [0Jy4aTh OTYETHL M CTATHCTHKY O paboTe MOGHIILHEBIX YCTPONUCTB MONB30BaTeNeH;
* OJIOKHPOBKA BPEIOHOCHBIX H (PHIIMHTOBBIX CAHTOB HA OCHOBE BEPIHKTOB
pelLy ralHOHHBIX 001AYHEIX CEPBHCOB TIPOU3BOMHTEINS AHTHBHPYCHBIX CPEICTB 3AINMTHI,
[IPH HCIIOJIB30BaHHK supervised mode;
¢ BO3MOKHOCTH UCHTPATH3IOBAHHOTO YIPABICHHS C TOMOIIBIO €AHHON KOHCOIH
YIIPABJICHHS,

TpeGosauus K IPOrpaMMHEIM CPEACTBAM HSHTPATHM3OBAHHOTO YIPARICHHH, MOHHTOPHHIA |
oBROBIECHMSL
IIporpammuble cpecTBa UEHTPAIH3OBAHHOTO YIIPABICHHSI, MOHHTOPHHTa H OOHOBIEHUS
JOIDKHEI ()YHKIIMOHHPOBATh Ha KOMITBIOTEPAX, PaboTAIONMX MO YIPABICHHEM OIIEPALHOHHEIX
CHCTEM CJIEAYIOLIHUX BEPCHH:

e Microsoft Windows 7 32-pazpsaaras / 64-paspsiHast;

¢ Microsoft Windows 8 32 paspsianas / 64-paspsianas;

e Microsoft Windows 8;1 32-paspsnnas / 64-paspsiaHas;

e Microsoft Windows 10 32-paspsizast / 64-paspsiinas;

¢ Windows Server 2008, 2008 R2 32-paspsinuas / 64-paspsauast;

e Windows Server 2012, 2012 R2 64-paspsyaxas;

e Windows Server 2016 64-paspsiauas;

e Windows Server 2019 Standard, Datacenter.

HpOl"paMMHBIG CPEACTBA HCHTPAJIKM3IOBAHHOTO YIPABICHUSA, MOHUTOPHHIA U obHoBIEHHS
JOJDKHBI TIOIEPIKHBATh YCTAHOBKY Ha CIACAYIOLIMX BUPTYIBHEIX TIaT(hopMax:

e VMware vSphere 5.5, 6;

»  VMware Workstation 12.x Pro;

e Microsoft Hyper-V Server 2008, 2008 R2, 2008 R2 SP1, 2012, 2012 R2;

e Microsoft Virtual PC 2007 (6.0.156.0);

¢ Citrix XenServer 6.2, 6.5, 7;

e Parallels Desktop 11 anst Mac;

¢ Oracle VM VirtualBox 4.0.4-70112 (nonaepsKuBaioTest roCTEBLIE ONEPalHOHHbIE

cucremsl Windows).

ITporpamMMHbIe CPEACTBA UEHTPANNIOBAHHOTO YIIPABICHHS, MOHUTOPUHTA 1 OOHOBJICHHS
nofHSB! pyHknuonuporars ¢ CYB]] cnenyiomux Bepeuii:
o Microsoft SQL Server 2008 Express 32-pazpsannas;



Microsoft SQL 2008 R2 Express 64-pazpsnnas;

Microsoft SQL 2012 Express, 2014 Express 64-pa3psiast;

Microsoft SQL Server 2008 (Bce penaxuun) 32-paspsanas / 64-pazpsgHast;
Microsoft SQL Server 2008 R2 (Bce peakimm) 64-paspsHas;

Microsoft SQL Server 2008 R2 Service Pack 2 64-paspsianas;

Microsoft SQL Server 2012 (Bce penaxuun) 64-paspsjinas;

Microsoft SQL Server 2014 (Bce pejakuun) 64-paspsiHas;

Microsoft SQL Server 2016 (Bce penakuun) 64-paspsanHas;

Microsoft SQL Server 2017 (s Windows) 64-paspsinaast;

Microsoft Azure SQL Database;

MySQL 5.5 32-paspsmas / 64-paspsmas (se nomiepxusatores sepenut MySQL 5.5.1,
5.52,5.5.3;5.54, 5.5.5);

MySQL Enterprise 5.5 32-paspsiiuas / 64-paspsjnast;

MySQL 5.6 32-paspsituas / 64-paspaanas;

MySQL Enterprise 5.6 32-paspsnnas / 64-paspsnnas;

MySQL 5.7 32-paspsinuas / 64-paspsiHas;

MySQL Enterprise 5.7 32-paspsnnas / 64-paspsjHas..

B 1porpaMmMHOM CPE/ICTBE aHTUBUPYCHOH 3ALHTBL JOJDKHBI ObITh PCAIU30BAHbI CIIC/LYIOUHE
$YHKIHOHAIBHBIC BO3MOKHOCTH:

BRIGOP APXUTEKTYPh] YCTAHOBKM LHEHTPAIM3OBAHHOTO CPEICTBA YIPABIICHNA,
MOHHUTOpHHIA U 06X1()BH6}1H${ B 3aBHCHMOCTH OT KOJIHYECTBA 3alUIaeMBIX. Y3JI0R,
BO3MOMHOCTE uTeHus uudopmanuu u3 Active Directory, ¢ HeNsIo NONYUYSHHS TAHHBIX 00
YHCTHBIX 3aITHCAX KOMIBLIOTCPOB H TOJIL30BATCHCH B OpraHu3aLyH;

BO3MOJKHOCTD lIGCTpOXu'iKH npaB}m nepeHoca OGI‘IHP}?K@I’I‘I’!LIX KOMIIBIOTCPOB 11O ip~a}1pecy,
tuny OC, naxoxaenuio B OU AD;

ABTOMATHUECKOE PACIIPEHCIICHUE YHETHBIX 3alIHCEH KOMIIBIOTEPOB IO IPYIIaM
YIpaBJICHuA, B CliyHdac TIOSIBJICHHSI HOBBIX KOMIIBIOTCPOB B CCTH, BoaMoxHOCTE
HACTPOMKY NpaBMIl IEpEeHoca 110 ip-aupecy, Tuny OC, Haxoxaernio B OU AD;
IEHTPATH30BAHHBIE YCTAaHOBKA, OOHOBNEHHE H YIANCHAE [IPOrPAMMHBIX CPELCTB
AHTHBHPYCHOH 3aIIHTH,

HEHTPATU30BaHHAS HACTPOIiKa, A/IMUHACTPUPOBAHUE,

IPOCMOTP OTUETOB M CTatnCTHYecKON nHdopMaimu no paboTe CPeACTB 3alIUTHI,
HEHTPATH30BAHHOS YAAJICHHE (pym»roe u aBTOMBTH‘IECKOG) HECOBMECTUMBIX
IIPHJIOKCHHH CpeacTBaMy LIEHTPA YIIPABJICHUS;

COXpaHCHUEC HCTOPHH M3MEHCHUH NOMUTHK U 3a5iad, BO3MOKHOCTH BRITOJHHTE OTKAT K
OpeAbIaYLIAM BEPCHIM;

HAJTHYHE PA3THYHEIX METO/IOB YCTAHOBKH aHTHBHPYCHBIX areHTOB: VIS yIaJICHHOH
yeranoBky - RPC, GPO, cpencTBaMy CHCTEMB! YIPABIIEHUS, JUIS IOKATIbHON YCTAHOBKH
— BO3MOYHOCTE CO3/IaTh ABTOHOMHBIH MAKET YCTAHOBKY,

BO3MOKHOCTb YKa3zaHHs B nonuTHKax 0e301acHOCTH CIENHATEHBIX TPUTITEPOB, KOTOpPBIC
NEPSONPEASIHSIIOT HAaCTPOUKH aHTHBUPYCHOTO PEHICHHA B 3aRHCHMOCTH OT YUETHOH
3aIHCH, TOJ KOTOPOH MOJB30BATEIb BOIIE B CHCTEMY, TEKYILIEro ip-azpeca, a TakxKe OT
toro, B kaxoM OU Haxoau1est KOMIBIOTED HITH B KaKol rpynne 6€30nacHOCTH;
BO3MOXHOCTH HEPAPXHH TPUTTEPOB 110 KOTOPEIM IPOUCXOJUT HIEPEPACcpEICICHHUE,



TECTUPOBAHHUE 3arpyKeHHbIX 06HoBNeHUH cpencrami [0 NeHTpaTH30BaHHOTO
YIpPABIEHUS Nepell pacipOCTPAHCHHEM Ha KIIMCHTCKUE MALIMHBL

nocraska oOHOBICHUH Ha paboune MecTa [10/1b30BaTeNeH cpasy I0Cie HX MONYYCHUS,
pACTIO3NABANHE B CETH BUPTYAILHBIX MAIIWH U pacrpe/enenye Gananca Harpy3kH
3aITyCKaeMbIX 3a/1a4 MeXK Iy HHMH B Clly4ae, eClid 9TH MAITMHbI HAaXOAATCs Ha OTHOM
(hH3UUCCKOM CEPBEPE;

MOCTPOEHHE MHOTOYPOBHEROM CHCTEMBI YIIPABIEHUS C BO3MOMHOCTHIO HACTPOHKY 11PaB
AJIMHHHCTPATOPOB H OIIEPATOPOB, & TaKKe (HOPM MPEIOCTABIAEMON OTUETHOCTH Ha
KaXJIOM YPOBHE,

CO3ZlaHUE HEPAPXHUH CEPBEPOB aMHHUCTPHUPORBARNS TPONU3BOJIBHOTO YPOBHS 1
BO3MOJKHOCTD [IEHTPAIH30BAHHOTO YIIPABICHHUA BCSH HEPAPXUEH ¢ BEPKHETO YPOBHI;
NOJUIEPIKKA MYTETHAPCHIHOCTH (multi-tenancy) JUtst cepBepOB YIPaBIEHHS;
OBGHOBIIEHHE TIPOrPAMMHEIX CPECTB H AHTHBHPYCHEIX 643 U3 Pa3HEIX HCTOYHHKOB, KaK
110 KQHAJIAM CBA3H, TAaK H Ha MAIIMHHBIX HOCHTEISIX HHPOPMAlLIUH;

JIOCTYIT K 0BJIaYHBIM cepBepam Ipon3sopuTens anrusupycuoro ITO yepes cepsep
yIpaBiIeHHs;

aBTOMAaTHYECKOE PACIIPOCTPAHEHHE JHLIEH3HH Ha KIIHCHTCKUC KOMIBIOTEPBI,

HATHYHE MEXAHH3MA OTIOBEIIEHHS O COOBITHIX B paboTe YCTAHOBJIEHHEBIX NIPHIIOKeHHHU
AHTHBHUPYCHOMN 3aMTUTLI H HACTPOHKH PACCHLIKH IIOYTOBBIX YBEJIOMICHHH O HHX;
(yHKIMS yrpaBienus MOOHIBHBIME yeTpolicTsamu uepes cepsep Exchange
ActiveSync;

dyHKuus yrpasiesus MOGHIBHBIME ycTpolctsamu yepes cepsep i0S MDM;
BO3MOMKHOCTH Ottipaskid SMS-onoseniennii 0 3a@HHbIX COOBITHANX;

LeNTPAIH30BANNAS YCTAHOBKA CePTH(HKATOB HA YIIPABIsIEMEIE MOOHITLHEIE YCTPOHCTRA;
BO3MOMKHOCTh YKa3aHUsl HOGOT0 KOMITRIOTEDPA OPraHU3alMu LICHTPOM PETPAHCIIALMH
OOHOBICHHH JUIst CHHDKEHUS CETEBOH HArpy3KH HA CHCTEMY YIIPaB/ICHHS]

BO3MOKHOCTE yKa3aHusd JTIOGOTO KOMIIBIOTECPA OPpranH3aiii HEHTPOM [IEPCCHUIKH
coObITHIT aHTUBMPYCHBIX ar¢HTOB, BbIOPAHHOMN IPYIIIBI KIMCHTCKUX KOMITBIOTCPOB,
cepBepy HEHTPaTM30BAHHOTO YIPABNCHUS JUTA CHUKCHHS CETEBOH HArpy3KH Ha CHCTCMY
yOpaBIeHHST,;

HOCIPOEHHE IPAPHUYCCKUX OTYCTOB 110 COOBITUAM aHTUBUPYCHOH 3AILKTE, JaHHbIM
HHBCHIapusanun, JaHHbM JUHCH3NPOBAHUSA YC‘TB,HOBJIQHHBTX OporpaMM;

HaIMYKE TIPEIHACTPOCHHBIX CTAHAPTHEIX OTUETOB 0 paloTe CHCTEMBI;

sxcropr orueton B (aitnst popmaros PDF u XML,

LEHTPAIM30BAHHOE YIIPaBIeHHe 00beKTaMH PE3CPBHBIX XPAHUIIHMIL H KapaHTHHOB 110
BCEM pecypeaM CETH, Ha KOTOPBIX YCTAHOBIICHO 8HTHBHPYCHOE IpOrpamMMHoe
obecneyenue;

CO3JAMHC BHYTPEHHHMX YYETHBIX 3anHceH Ui ayTeHTU(DUKALHHN Ha CEPBEPE YTIPABJICHUS
CO3JaHKE PE3ePBHON KOMMN CHCTEMBI YIIPABICHHS BCTPOCHHBLIMU CPEACTBAMHU CHCTCMBL
YTIPaBICHUS

nomtepxka Windows Failover Clustering;

nonmepkka nuTerpanuu ¢ Windows cepsrcom Certificate Authority;

Hanuuue BeG-KOHCOTH YIPABICHUS HIPUIIOIKECHUEM;

HATHYHE TIOpTala caMooOCITy KHBAHUS OIB30BaTENeH;



® [OPTaNl CAMOOBCIY KURAHNUS TOIDKEH 06eCeunBaTs BO3MOKHOCTE MOIKITIOUeHHs
TIONL30BATENCH C LENBbIO YCTAHOBKH ar¢HTa YIPABICHHS HAa MOOHIBHOE YCTPOMCTRO,
TPOCMOTP MOOHIIBHBIX YCTPOHCTB, OTHPABKH KOMaH 1 6710KMpOBKH, TOMCKA YCTPOCTBa 1
YAaNeHNS TaHHBIX Ha MOOWIBHOM YCTPOUCTBE MOJB30BATENS:

®  HIMYME CHUCTEMBI KOHTPOJIS BO3HMKHOBEHHS BUPYCHBIX SMHAEMUIL;

® BO3MOXKHOCTL YCTaHOBKM B o6nauHol nudpacTpykrype Microsoft Azure;

®  BO3MOKHOCIH MHIerpauuu 1o OpenAPI;

® BO3MOJKHOCTD YIIPaBJICHHs aHTUBUPYCHON 3alIWTON ¢ ncnonbsosaHueM WEB xoncomnu.

Tpebopanna x 00HOBICHHIO aHTUBHPYCHEIX Gas
OGHoBIIsieMblc aHTHBHPYCHBIE 0a3bl NAHHBIX JOJDKHBL 00€CTIEUMBATS PeaH3AIMIO CHEAYIOIHUX
(YHKIMOHAIBHBIX BO3MOXHOCTEH:
®  CcO3zanus IpaBuil OOHOBJICHHUS AaHTHBHPYCHBIX 0a3 He peke 24 pa3 B TeueHHe
KaJICHGPHBIX CYTOK;
® MHOKCCTBCHHOCTD IyTeH OOHOBJICHHA, B TOM YHCJIC — 10 KAHAIAM CBA3H H Ha
OTYYKIAEMBIX 3JIEKTPOHHBIX HOCHTENSX HHpOpMAITH;
® IPOBEPKY LEJIOCTHOCTH W NOIMHHOCTH OOHOBIEHUH CPEACTBAMH HIEKTPOHHOM
HH(DPOBOH MOJITHCH.

Tpeboranns k sxcHAYATAMOHHON JIOKYMEHTAUTH

OKCTUTyaTallMOHHasT JOKYMEHTALMS JUIs BCEX IPOrpaMMHbIX TPOLYKTOB aHTUBUPYCHOH 3allNTI,
BKJTIOYAS CPENICTBA YIIPARIEHHUS, TOMIKHA BKITIOUATH JIOKYMEHTEI, TOJFOTORIEHHEIE B
COOTBETCTBHH € TPEOOBAHMIMHE IOCYapCTBEHHBIX CIAHAAPTOB, Ha PYCCKOM S3bIKE, B TOM YHCIIE
«PykoBOZCTBO NONB30BATENA (AAMUHHCTPATOPA)Y.

JoxyMeHTanusl, ocTaBiseMast C aHTHBHPYCHBIMH CPEICTBAMHE, JOJDKHA [ETANBHO ONHCEHIBATh
MPOILECC YCTAHOBKM, HACTPOMKY ¥ DKCINTYaTallii COOTBETCTRYIONIErO CPEJICTBA aHTUBUPYCHOM
3aIIHTEI

TpeGopanns K TEXHHYECKOH HOAEPKKS

Texnuyeckas nopIepKKa aHTHBHPYCHOT'O TIPOrPaMMHOTO 00eCHeUeHUs JIODKHA:

+ IlpenoctaBnaTECs Ha PYCCKOM S3BIKE CEPTH(OUUHPOBAHNBIMY CICUHATHCTAME
TIPOH3BOAUTEISA CPEACTB AaHTHBUPYCHOM 3alHThHI 1 Cro NAPTHEPOB Ha BCEH TEPPHUTOPHH
Poccuifckoit Genepanuu mo tenedony, MeKTPOHHOM ouTe U uepes VInTepHer.

*  Web-caliT mpoussoauTesst aHTHBUPYCHOTO PEIICHUS JO/DKEH OBITh Ha PYCCKOM S3BIKE, UMETh
CIICHUANBHBIN pa3ziel], TOCBAMIEHHBIH TeXHHYECKOH TIOANEPIKKE aHTHBHPYCHOIO PELLICHHS,
noronHseMyto 6asy sHanui, a Taxke GopyM roib30BaTeNCH IPOrpaMMHBIX IIPOJYKTOB,

3aBeyIOMHMT OT/EIOM HOBEIX HH(OPMALHOHHBIX > /
Texuonoruit TAOY JI[IO «JIOUPO @ Taiinait JI.C.



